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Empirical Article

Online crowdsourcing platforms have become a staple in 
behavioral-sciences research. On websites such as Prolific, 
CloudResearch, and Amazon’s Mechanical Turk (MTurk), 
researchers can quickly and affordably recruit partici-
pants. These platforms enable researchers to efficiently 
collect large data sets of relatively diverse participants 
(compared with traditional college-student samples; 
Buhrmester et al., 2011), contributing to a surge in online 
experiments across the behavioral sciences (Buhrmester 
et  al., 2018). In 2022, more than 150,000 studies were 
published on Prolific alone (Tomczak et al., 2023), and 

several analyses suggest that at least half of all articles 
published in prominent social-psychology and cognitive-
science journals include at least one crowdsourced study 
(Stewart et al., 2017; Zhou & Fishbach, 2016).

However, as crowdsourced research has grown in 
popularity, its use has been accompanied by increasing 
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Abstract
Generative artificial intelligence (AI) poses a significant threat to data integrity on crowdsourcing platforms, such as 
Prolific, which behavioral scientists widely rely on for data collection. Large language models (LLMs) allow users 
to generate fluent and relevant responses to open-ended questions, which can mask inattention and compromise 
experimental validity. To empirically estimate the prevalence of this behavior, we analyzed keystroke data from three 
studies (N = 928) on Prolific between May and July 2025. Using an embedded JavaScript tool, we flagged participants 
who pasted text or whose keystroke count was anomalously low compared with their response length. For each flagged 
participant, we manually compared detected keystrokes with their final response to determine if the text could have 
been typed. This confirmed that despite deterrence measures, approximately 9% of participants submitted responses 
consistent with AI assistance or other forms of outsourced responding. These participants outperformed noncheaters 
(by up to 1.5 SD), were more than twice as likely to share geolocations with other participants (suggesting possible 
proxy use), and exhibited lower internal consistency on questionnaire scales. Simulated power analyses indicate that this 
level of undetected cheating can diminish observed effect sizes by 10% and inflate required sample sizes by up to 30%. 
These findings highlight the urgent need for new detection methods, such as keystroke logging, which offers verifiable 
evidence of cheating that is difficult to obtain from manual review of LLM-generated text alone. As AI continues to 
evolve, maintaining data quality in crowdsourced research will require active monitoring, methodological adaptation, 
and communication between researchers and platforms.
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concerns about data quality, participant attentiveness, 
and the evolving threat of fraudulent and automated 
responses (Chmielewski & Kucker, 2020; Dennis et al., 
2020; R. Kennedy et al., 2020; Peer et al., 2021; Webb & 
Tangney, 2024). These concerns have included automated 
or “bot” responses (often aided by virtual private net-
works [VPNs] or proxy servers to disguise locations and 
allow for operation of multiple accounts) flooding crowd-
sourced studies with multiple low-quality responses from 
the same individuals (Dennis et al., 2020). In online plat-
forms, fraudulent or low-effort responses have been 
shown to reduce the validity of crowdsourced studies, 
introducing noise that can attenuate observed effect sizes 
and even create spurious associations (Chmielewski & 
Kucker, 2020; Wood et al., 2017).

Traditionally, open-ended questions have played a 
critical role in identifying low-quality, noncompliant 
participants. For example, researchers have flagged 
nonsensical responses, one-word responses unrelated 
to a prompt, or restatements of a question as clear 
indicators of inattention or inauthentic engagement 
(Chmielewski & Kucker, 2020; C. Kennedy et al., 2020; 
Price et al., 2024).

These strategies have proven effective at flagging low-
quality submissions. For instance, Chmielewski and 
Kucker (2020) documented a sharp drop in data quality 
on MTurk beginning in 2018, which included a more 
than threefold increase in the number of responses that 
failed standard attention checks. However, by excluding 
participants who provided suspicious responses— 
particularly in open-ended fields—they were able to 
recover acceptable psychometric properties of the well-
established Big Five personality inventory and replicate 
expected findings. This highlights the value of response 
screening as a quality-control tool.

To address these data-quality concerns, scholars have 
also increasingly turned to platforms that explicitly pri-
oritize the recruitment of participants for human-subjects 
research, such as Prolific and CloudResearch (Peer et al., 
2017). These platforms offer features aimed at improving 
data quality, such as prescreening filters and participant 
ratings. A recent evaluation by Douglas et al. (2023) sug-
gested that these platforms have merit. By using a battery 
of quality-control measures—including instructed-
response items (e.g., “select strongly agree”), prompts 
requiring participants to leave a field blank, detectors for 
implausibly fast responses, and suspicious internet pro-
tocol (IP) and geolocation flags—they found that partici-
pants were more likely to pass all quality checks on 
Prolific (68%) and CloudResearch (62%) than in a uni-
versity subject pool (53%) or on MTurk (29%).

However, in November 2022, several months after 
Douglas and colleagues (2023) submitted their investiga-
tion for peer review (April 2022), OpenAI released a 

demo of ChatGPT. It quickly gained popularity along 
with a host of similar chatbots based on large language 
models (LLMs). These tools now pose a serious threat 
to the integrity of crowdsourced data. First, LLMs make 
it dramatically easier for fully automated bots to generate 
fluent, on-topic text that can evade open-ended attention 
checks. This raises the alarming possibility that entirely 
fabricated participants may go undetected, contaminat-
ing data sets with artificial intelligence (AI)-generated 
responses that appear indistinguishable from genuine 
human input.

Second, and nearly as troubling, is that real human 
participants can now use AI chatbots as on-demand 
assistants, cheating by outsourcing reasoning tasks, fac-
tual recall, or open-ended writing to a chatbot. With 
minimal effort, participants can generate articulate, accu-
rate, and contextually appropriate responses that mis-
represent their actual knowledge, understanding, or 
engagement with a task.

Whether AI-generated responses come from auto-
mated bots or human participants, they threaten the 
validity of crowdsourced science. During the 2018 wave 
of MTurk bot responses, researchers showed that inclu-
sion of fraudulent responses could greatly increase the 
amount of noise introduced into survey data, decreasing 
the reliability of validated measures and weakening pre-
dicted relationships (Ahler et al., 2025; Chmielewski & 
Kucker, 2020). If fraudulent users are able to avoid detec-
tion by using LLMs to answer open-ended questions, this 
problem could resurge.

AI-assisted responding poses a validity threat when 
research questions concern unaided human cognition 
or behavior. It does so through two mechanisms. First, 
if an experimental manipulation involves a generative 
task—such as writing an essay or reflecting on per-
sonal experiences—but a participant outsources that 
task to an AI tool, they bypass the psychological pro-
cesses that the manipulation is designed to engage. 
Second, if participants use AI to answer outcome mea-
sures, such as posttests designed to assess learning, 
these responses will likely be unaffected by experi-
mental manipulations and may also outperform 
unaided responses. These processes should introduce 
noise into experiments, reducing observed effect sizes 
and increasing the sample sizes needed for researchers 
to test hypotheses. Without accurate detection and 
deterrence strategies, AI-assisted cheating has the 
potential to proliferate and diminish the internal valid-
ity of crowdsourced research.

As experimental psychologists who use the Prolific 
participant pool to study human learning and motivation, 
we recently began noticing that some of the open-ended 
responses in our studies began to take on characteristics 
of AI-generated text: verbose, grammatically correct 
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responses that could be strikingly similar to each other. 
To address this concern and better screen open-ended 
responses in our crowdsourced research, we built  
a lightweight and easily implementable JavaScript tool 
for Qualtrics that tracks the alignment between partici-
pants’ keystrokes and their responses to open-ended 
questions.

The Present Research

Here, we report the results of three studies in which we 
used this tool, conducted in May, June, and July 2025. 
In the present research, we had four goals. The first was 
to deploy and evaluate a keystroke-based AI-detection 
tool. We tested whether a JavaScript keystroke-tracking 
tool could detect AI-assisted or outsourced responding 
on assessments in crowdsourced research. Because the 
studies included code-writing and statistical-reasoning 
tasks—skills that LLMs can perform accurately—we 
expected that flagged cases would show higher assess-
ment scores, providing evidence of the tool’s predictive 
validity. The second goal was to estimate the prevalence 
of outsourced responding in our studies. After validating 
the keystroke-tracking tool, we used it to examine how 
common outsourced responses were on coding and 
statistical-reasoning tasks in our modern Prolific sam-
ples. The third goal was to compare the tool with exist-
ing integrity checks and examine concurrent validity. 
We compared the tool with established measures of 
inattention and data integrity, including rapid comple-
tion times, suspicious IP addresses, and duplicate geo-
locations. This allowed us to assess concurrent validity 
(whether detected outsourcing correlates with other 
indicators of low-quality data) and determine whether 
keystroke logging identifies problematic participants 
who would otherwise go undetected by standard atten-
tion checks. The fourth goal was to explore potential 
effects of AI-assisted cheating on statistical power in 
crowdsourced studies. Using a simulated power analy-
sis, we tested how the levels of cheating observed in 
our studies that were caught by keystroke tracking but 
not other standard quality checks might affect the sam-
ple sizes required to detect hypothesized effects in 
crowdsourced research.

Method

Studies 1 through 3 were all conducted on Prolific to 
test the impact of replacing lectures with practice prob-
lems and feedback. Here, we analyze data from these 
studies for a secondary purpose: to address questions 
about screening for AI use and preserving data integrity. 
Both the original research and this secondary analysis 
were approved by the Institutional Review Board at 
Carnegie Mellon University.

Participants

Participants were recruited via Prolific, screened to be 
at least 18 years old and residing in the United States. 
Data collection for each study continued until the pre-
registered number of participants had consented, com-
pleted the study, and met the inclusion criteria, which 
included checks for potential AI-assisted responding. 
Each study was designed to last approximately 30 min, 
and participants whose data met authenticity standards 
were paid $6.00. The target sample size was 300 for 
Studies 1 and 2 and 250 for Study 3. Before exclusions, 
340 participants completed Study 1, 324 completed Study 
2, and 266 completed Study 3. Before responses were 
screened for AI-assisted cheating, two participants were 
excluded from Study 1 for providing similar open-ended 
answers on the posttest at approximately the same time. 
Demographic information for retained participants is 
summarized in Table 1; demographic data were not 
available for excluded participants.

General procedure

All studies were administered via Qualtrics. In Study 1, 
participants were introduced to the basics of multiple 
regression, and Studies 2 and 3 provided an introduction 
to programming with Python. After providing informed 
consent, they completed a multiple-choice pretest assess-
ing their knowledge of the relevant domain (statistics or 
computer science) and a questionnaire assessing their 
motivation and metacognition. Next, participants were 
randomly assigned to an instructional condition that 
included either a recorded lecture (Studies 1–3), practice 
problems with feedback (Studies 1–3), or worked exam-
ples (Studies 2 and 3). Following the instructional phase, 
participants completed a second motivation and meta-
cognition questionnaire and an open-ended posttest 
assessing the material covered in the study.

Table 1.  Demographic Information, Studies 1 Through 3

Measure Study 1 Study 2 Study 3

Age (years) 39.2 38.5 39.2
Gender
  Female 50% 52.5% 45.7%
  Male 50% 46.8% 53.5%
  Another identity 0% 0% 0%
  Information not available 0% 0.7% 0.8%
Race/ethnicity
  Asian 3% 4.3% 5.5%
  Black 20% 22.3% 18.9%
  White 70% 64.5% 64.6%
  Multiracial 4% 6.3% 6.3%
  Another identity 2% 2.3% 2.4%
  Information not available 1% 0.3% 2.4%
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Steps taken to limit use of generative AI

During the study, we took several steps to limit partici-
pants’ use of generative AI. First, participants were 
informed on the consent form that the study contained 
embedded checks for AI use and that the research team 
would reject submissions in which AI use was detected. 
Participants saw a version of this message again on the 
first page of instructions for the study, which stated,

When you are asked questions, please don’t 
use any outside tools like ChatGPT or Google. 
This study has several built-in detectors to identify 
responses that use A.I., and we will reject tasks 
where participants are using A.I. tools like ChatGPT.

Your compensation for the study is not related 
to whether you get questions correct, and we 
want to understand what you know. Use of tools 
like ChatGPT ruins our study.

After reading this statement, participants were required 
to confirm their understanding by typing “I will not use 
tools like Google or ChatGPT for any part of this study” 
in a text box at the bottom of the instructions page.

In addition, to limit cheating, we used JavaScript to 
disable participants’ ability to copy test questions from 
the study, making it more difficult for them to look up 
answers. We did not disable pasting of text because we 
worried that if we did so, participants would be more 
likely to cheat by paraphrasing LLM-generated text, a 
pattern that would be more challenging to detect than 
pasting.

Measures

Although each study included a broader set of measures 
(described in their respective preregistrations), in this 
article, we focus on the measures most relevant to evalu-
ating the implications of AI-assisted responding. Specifi-
cally, we attend to posttest performance (the primary 
outcome of each study), maintained situational interest 
(an established, Likert-style measure that allows us to 
examine if AI responding also predicts questionnaire 
validity), our new measure of AI-assisted responding on 
the posttest, and several established indicators of data 
quality for online studies.

Posttest performance.  In each study, the posttest con-
sisted of open-ended questions assessing the concepts 
covered in the instructional phase. Responses were scored 
by members of the research team using agreed-on rubrics. 
Study 1 focused on multiple regression, and Studies 2 and 
3 assessed Python programming. For example, on the 
Study 1 posttest, participants were asked to identify the 
intercept of a line and interpret its meaning. On the 

posttest for Studies 2 and 3, participants wrote code 
involving “if” statements and variable assignment.

Maintained situational interest.  Maintained situa-
tional interest in regression (Study 1) or programming 
(Studies 2 and 3) was measured on the postquestionnaire 
with four Likert-style items with the anchors not at all to 
very much (e.g., “How much would you like to learn more 
about programming?”). These items were adapted from 
Asher and Harackiewicz (2025).

Detection of AI-assisted responding.  In the pre-LLM 
era, researchers typically identified AI-generated text by 
examining participants’ open-ended answers directly and 
flagging those that were clearly nonsensical, irrelevant, or 
suspiciously brief (e.g., one-word responses; Douglas 
et  al., 2023). LLMs have complicated this approach. 
Because LLM-generated text can often be fluent, coherent, 
and contextually appropriate, it can be indistinguishable 
from genuine human responses when judged on content 
alone. To address this issue, we adopted a different strat-
egy, focusing not only on the content of responses but 
also the manner in which they were produced.

Keystroke-logging tool.  To support this approach, we 
developed and embedded a lightweight JavaScript tool in 
Qualtrics to unobtrusively record participants’ typing as 
they answered open-ended questions. We embedded this 
tool into the posttest of each study and into an open-
ended practice session in Study 3. The tool logged key-
strokes, paste actions, and “print screen” attempts for each 
response. We share code for the version of this tool used 
in this article and instructions for its use in Qualtrics on 
OSF: https://osf.io/f9w8c/files. An updated version of the 
tool (and instructions for setting it up) will be maintained 
on GitHub at https://github.com/the-oak-lab/keystroke-
tracker.

After logging these actions, we compared logs with 
participants’ final responses to assess whether an LLM 
or other external resource may have been used. 
Responses were flagged for potential outsourced assis-
tance if the number of keystrokes was lower than the 
number of characters in the final text or if text was 
pasted into an answer box. All flagged cases were 
reviewed by a member of the research team, who exam-
ined both the keystroke record and the response content 
to determine whether to classify the case as involving 
outsourced responding. Flags were overturned, for 
example, if a participant appeared to paste and edit one 
of their prior responses or if the large majority of a 
response aligned with a participant’s keystroke log and 
unlogged text was only a small proportion.

Validation of the keystroke-logging tool.  To test the 
accuracy of the JavaScript keystroke logger, we conducted 
a preregistered validation study (see https://osf.io/u7kpt) 

https://osf.io/f9w8c/files
https://github.com/the-oak-lab/keystroke-tracker
https://github.com/the-oak-lab/keystroke-tracker
https://osf.io/u7kpt
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in which four research assistants (RAs) completed ques-
tions under controlled conditions. Each RA answered one 
question by typing a provided response and another by 
copying and pasting text from an LLM, simulating authen-
tic and outsourced behavior, respectively. We screen-
recorded all sessions and manually coded keystrokes 
for comparison with the tool’s output. Results showed 
99% character-level agreement between observed and 
detected keystrokes; one disagreement resulted from the 
tool recording a trailing “v” in addition to a “paste” action 
when an RA used “command + v” as a keyboard shortcut. 
All other disagreements were transpositions (e.g., “win-
ter” logged as “witner”). All paste actions were correctly 
detected, and our classification criteria (paste action + 
anomalously low keystroke count) achieved perfect sen-
sitivity and specificity in distinguishing outsourced from 
authentic responses. For full details of the validation study, 
see the Supplemental Material available online.

Indicators of general data integrity.  We also exam-
ined whether flagged responses were associated with 
other indicators of low-integrity data that are commonly 
used in online research.

Time-based checks.  Time-based checks were imple-
mented by having a research team member complete each 
study as quickly as possible while still reading all ques-
tionnaire items, establishing a “fast-but-valid” benchmark 
(Douglas et al., 2023). Participants who completed surveys 
more quickly than this benchmark were flagged for poten-
tial low-quality responding. The thresholds were 40 s for 
the questionnaire items in Study 1 and 43 s for Studies 2 
and 3, each covering 21 items. Total completion time was 
also recorded for all participants.

Questionnaire-based check.  To detect inattentive 
responding on questionnaires, we conducted a long-
string analysis on the study’s 21 Likert-style items (Cur-
ran, 2016). For each participant, we counted their longest 
sequence of identical responses. The assumption behind 
this method is that inattentive participants may choose to 
complete questionnaires by selecting the same response 
option (e.g., strongly agree) for each Likert-style question. 
In prior research, participants exhibiting long strings have 
been found to complete surveys more rapidly, show lower 
even-odd consistency, and respond incorrectly to more 
attention-check items compared with attentive partici-
pants (Meade & Craig, 2012; see also Huang et al., 2012; 
Jones et  al., 2023). Because there is no well-established 
accepted cutoff for what constitutes a suspiciously long 
string, we treated the measure as a continuous indicator 
of potential inattention.

Text-based check.  To detect low-quality text responses, 
we adopted Chmielewski and Kucker’s (2020) approach 

for identifying “unusual” responses. We flagged responses 
that consisted of single words that did not align with the 
question (e.g., “0” in response to a question asking a 
student to interpret a slope), nonsense phrases, or pure 
restatements of the question prompt. This indicator was 
dichotomous, marking whether participants provided at 
least one such response across their open-ended answers.

Metadata-based checks.  We conducted two metadata-
based integrity checks, following Douglas et  al. (2023). 
First, we flagged participants with IP addresses that 
appeared more than once in a study. We also flagged par-
ticipants with duplicate geolocations, in which multiple 
participants shared identical latitude and longitude coor-
dinates. Although these duplicates can occur for legitimate 
reasons (e.g., college-student participants who complete a 
study from a shared campus wifi network), they may also 
signal fraudulent activity. This includes a single user oper-
ating multiple accounts or using a VPN to misrepresent the 
user’s location and bypass a study’s eligibility requirements.

Analysis

We analyzed the data from each study separately to see 
how the rates and consequences of AI-assisted respond-
ing varied over time and across statistical-reasoning 
(Study 1) and code-writing tasks (Studies 2 and 3).  
For each study, we used linear regression to test 
whether detected AI use was associated with continuous 
outcomes, including posttest scores, the length of par-
ticipants’ longest strings of identical questionnaire 
responses, and total questionnaire-response time. Logis-
tic regression was used to examine associations between 
detected outsourcing and dichotomous indicators of 
low-quality data, such as being flagged for rapid respond-
ing, unusual text responses, or sharing an IP address or 
geolocation with another participant. When one or both 
groups had zero cases of a dichotomous outcome, pre-
cluding reliable logistic regression estimation, we used 
Fisher’s exact test instead.

To calculate standardized effect sizes for cheating 
behavior on performance, we report Cohen’s d (pooling 
the standard deviations for cheaters and noncheaters) 
when variances for these two groups are approximately 
equal. In studies in which variances are unequal, we 
report Glass’s delta for a standardized effect size, divid-
ing raw mean differences by the standard deviation of 
the noncheating group (Glass, 1976).

To test whether AI use on the posttest was associated 
with less reliable questionnaire data, we followed an 
approach taken by Chmielewski and Kucker (2020). Spe-
cifically, we tested whether the internal consistency of 
the situational interest scale (as measured by Cronbach’s 
alpha) was significantly lower among participants who 
submitted AI-assisted posttest responses. Internal 
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consistency differences were assessed using Feldt et al.’s 
(1987) method for comparing Cronbach’s alpha, as 
implemented in the cocron package in R (Diedenhofen 
& Jochen, 2016). We also compared the alphas in each 
group with an established benchmark from prior research 
that used the same measure in a noncrowdsourced sam-
ple (Asher et al., 2025, Study 2, α = .92 with N = 338 
undergraduates).

Finally, to assess the potential impact of the observed 
levels of AI use on crowdsourced experimental research, 
we conducted a power analysis with simulated data, 
examining how the observed levels of AI use in Studies 
1 through 3 might affect a researcher’s statistical power 
to detect the effects of an experimental manipulation in 
a crowdsourced sample. The simulation modeled the 
sample size needed to maintain adequate (i.e., 80%) 
power when AI-assisted responses are undetected versus 
detected and removed.

Transparency and openness

In this article, we report how we determined our sample 
size, all data exclusions for each study, and measures 
related to AI detection. In each study’s preregistration, 
we describe the full set of measures and all manipula-
tions for each study. All data, analysis code, and research 
materials are available at https://osf.io/f9w8c. Data were 
analyzed using R (Version 4.5.0; R Core Team, 2025). 
Hypotheses and analyses about screening for AI use in 
Studies 1 through 3 were not preregistered.

Results

Prevalence of outsourcing: keystroke 
data identified cheating for 9% of 
participants

The JavaScript tool automatically flagged participants for 
potential AI assistance based on two criteria: (a) evi-
dence of pasting text into a response field or (b) a final 
response that was significantly longer than the number 
of detected keystrokes. Based on these two criteria, 67 
participants in Study 1 (20%), 44 participants in Study 2 
(14%), and 39 participants in Study 3 (15%) were flagged. 

Next, we manually reviewed each case to make a con-
servative final determination for each participant, reject-
ing their submission on Prolific only if evidence was 
conclusive that they outsourced a large component of a 
response to an outside resource.

As detailed in Table 2, the strength of evidence for 
cheating varied by flag type; the strongest evidence 
came when a participant was flagged for both pasting 
text and having missing keystrokes. We determined that 
participants were cheating in 85% of these cases. In 
contrast, flags for a single criterion were often inconclu-
sive. Pasted text alone frequently appeared to be benign 
(e.g., participants pasting short code snippets to avoid 
retyping). Likewise, missing keystrokes without a paste 
action were difficult to conclusively attribute to cheating 
rather than potential keylogging errors or browser-based 
autocorrect or text-completion features.

After completing this manual review, we rejected a 
total of 80 participants (9% of the total sample) for cheat-
ing. This included 38 participants in Study 1 (10% 
rejected), 24 in Study 2 (8% rejected), and 18 in Study 3 
(7% rejected).

Predictive validity: flagged participants 
outperformed others by up to 1.5 SD

Figure 1 shows posttest performance in each study for 
the participants flagged for likely AI use versus partici-
pants who were not flagged.

As predicted, participants flagged for AI use consis-
tently and substantially outperformed their peers, sup-
porting the predictive validity of our keystroke-logging 
approach to AI detection. In Study 1, flagged participants 
scored 0.60 SD higher on the posttest than nonflagged 
participants, t(336) = 3.38, p < .001, with similar score 
variability in the two groups (SD = 0.27 vs. SD = 0.30).

In Studies 2 and 3, which both involved programming 
with Python, the effects of cheating appeared to be 
much stronger. Participants in Study 2 who were flagged 
performed homogeneously well on the posttest (M = 
97%, SD = 9.5%), whereas participants who did not per-
formed more than 1.5 SD more poorly, with much more 
variance in their responses (M = 49%, SD = 31%). Like-
wise, in Study 3, detected cheaters averaged 93% (SD = 

Table 2.  The Number of Participants in Studies 1 Through 3 Flagged for Possible 
Cheating by Each Detector and Exclusion Rates for Participants in Each Category

Category (flagged for) N detected N excluded Rejection rate

Too few keystrokes typed only 30   7 23%
Pasted text only 37   2   5%
Both too few keystrokes and pasted text 83 71 86%

https://osf.io/f9w8c
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15%) compared with 60% (SD = 30%) for noncheaters, 
a difference of 1.12 SD, t(264) = 5.13, p < .001.

Concurrent validity: outsourcing 
evaded standard checks but correlated 
with other quality indicators

To evaluate our keystroke-logging tool’s unique contri-
bution to maintaining data integrity in crowdsourced 
research, we compared its determinations against other 
common measures of data quality (see Table 3). The 
findings reveal that the keystroke analysis identified 
cheaters who would be missed by standard screening.

Critically, detected AI use was not consistently associ-
ated with three of the most common checks for inatten-
tive responding: rapid completion times, long strings of 
identical answers, or short and irrelevant (i.e., “unusual”) 
responses to the test questions themselves. This suggests 
that participants who outsourced their responses were 
not merely careless but were engaging in a different 
form of low-quality behavior that these specific checks 
failed to capture.

However, detected cheating was strongly correlated 
with other markers of problematic data, specifically, 
suspicious geolocations and unreliable questionnaire 
responses. Participants who showed conclusive evi-
dence of outsourcing their responses were more than 
twice as likely to have IP addresses that were associated 
with duplicated geolocations. In Study 1, 85% of cheat-
ers met this criterion (vs. 47% of noncheaters), χ2(1) = 
20.76, p < .001, and in Study 2, 83% of cheaters did (vs. 

28% of noncheaters), χ2(1) = 29.69, p < .001. In Study 3, 
the percentage of users with repeated geolocations 
dropped to 39% for cheaters (vs. 18% for noncheaters), 
χ2(1) = 3.90, p = .048. These numbers suggest that par-
ticipants who outsourced responses may have been 
more likely to be using VPNs or proxy servers, perhaps 
to bypass geolocation filters and appear to be based in 
the United States.

It is notable that the overall proportion of users with 
duplicated geolocations fell between Study 1 (in which 
even 47% of noncheaters had a duplicated geolocation) 
and Study 3 (in which this number dropped to 18%). A 
logistic regression confirmed that Study 1 had signifi-
cantly higher rates of duplicated geolocations than both 
Study 2, χ²(1) = 25.05, p < .001, and Study 3, χ²(1) = 42.82, 
p < .001. Study 2 also showed significantly higher rates 
than Study 3, χ²(1) = 11.50, p < .001, indicating a contin-
ued decline even between the two computer-science 
studies with nearly identical procedures. This suggests 
that the proportion of potentially fraudulent users on 
Prolific may have dropped between May and July 2025.

In addition to duplicated geolocations, detected out-
sourced cheating was also associated with reduced levels 
of internal consistency on questionnaire responses. 
When considering only the responses of participants 
who did not appear to cheat on the posttest, the measure 
of situational interest had a Cronbach’s alpha of between 
.95 and .96 in all three studies. Among participants 
flagged for outsourced cheating, internal consistency 
was .11 units lower in Study 1, χ2(1) = 17.40, p < .001; 
.05 units lower in Study 2, χ2(1) = 3.64, p = .056; and 
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Fig. 1.  Detected outsourcing and performance in Studies 1 through 3.
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.10 units lower in Study 3, χ2(1) = 11.35, p < .001. Com-
pared with the benchmark from prior research (α = .92), 
detected cheaters showed significantly lower reliability 
in Study 1 (α = .84, decrease of .08), χ²(1) = 5.66, p = 
.017, and Study 3 (α = .76, decrease of .16), χ²(1) = 7.83, 
p = .005. In contrast, participants not flagged for cheating 
showed significantly higher reliability (by .03–.04 points, 
p < .002).

Overall, the keystroke-based measure demonstrated 
concurrent validity with other quality checks (75% of 
flagged AI users were also flagged by conventional 
methods, primarily repeated geolocations) but offered 
superior precision—flagging 9% of the sample versus 
39%—and it provided direct behavioral evidence of out-
sourcing rather than indirect indicators of suspicion. For 
detailed analyses of overlap between detection methods, 
see the Supplemental Material.

Power analysis: undetected 
outsourcing could increase Type 2 
error rates by 50%

To assess the potential impact of the observed levels of 
AI use on crowdsourced experimental research, we con-
ducted a simulated power analysis for an experiment 
including participants who used AI to cheat on a posttest 
either 0% or 10% of the time. We assumed that this 
experimental manipulation would produce an effect size 
of 0.4 SD (i.e., Cohen’s d = 0.4) on the posttest among 
noncheaters and that cheaters would be unaffected by 
the manipulation, receiving high posttest scores regard-
less of experimental condition. We expect that cheaters 
should decrease statistical power through two mecha-
nisms. First, if they do not respond to a manipulation, 
they will decrease its observed effect size. Second, if 

Table 3.  Measures of Data Quality for Participants With and Without Detected Outsourcing in 
Studies 1 Through 3

Measure
Flagged for 
outsourcing Not flagged Test statistic p

Study 1 (N = 38) (N = 300)  

Responded too quickly 0% 1% 95% CI = [0.00, 4.05] .605
Questionnaire time (minutes) 3.3 (SD = 2.6) 2.3 (SD = 2.1) t(336) = 2.69 .007
Longest questionnaire string 4.9 (SD = 1.8) 4.4 (SD = 1.6) t(336) = 1.67 .097
Short or irrelevant response 0% 5% 95% CI = [0.00, 2.38] .382
Duplicated IP address 0% 1% 95% CI = [0.00, 42.42] .999
Duplicated geolocation 84% 47% χ2(1) = 20.76 .000
Alpha of interest scale α = .84 α = .95 χ2(1) = 17.40 .000

Study 2 (N = 24) (N = 300)  

Responded too quickly 4% 1% χ2(1) = 0.84 .361
Questionnaire time (minutes) 2.5 (SD = 2.2) 2.2 (SD = 1.7) t(322) = 1.01 .315
Longest questionnaire string 5.5 (SD = 1.9) 5.0 (SD = 1.9) t(322) = 1.39 .165
Short or irrelevant response 0% 2% 95% CI = [0.00, 8.99] .999
Duplicated IP address 0% 0% — —
Duplicated geolocation 83% 28% χ2(1) = 29.69 .000
Alpha of interest scale α = .90 α = .95 χ2(1) = 3.64 .056

Study 3 (N = 18) (N = 248)  

Responded too quickly 5% 4% χ2(1) = 0.05 .830
Questionnaire time (minutes) 2.7 (SD = 2.5) 1.9 (SD = 1.5) t(264) = 2.14 .034
Longest questionnaire string 4.5 (SD = 1.5) 5.2 (SD = 1.8) t(264) = −1.21 .227
Short or irrelevant response 0% 6% 95% CI = [0.00, 3.98] .609
Duplicated IP address 0% 0% — —
Duplicated geolocation 39% 18% χ2(1) = 3.90 .048
Alpha of interest scale α = .76 α = .96 χ2(1) = 24.16 .000

Note: Dashes indicate cells in which statistical tests were not conducted because of zero variance. χ2 statistics 
result from likelihood ratio tests. The 95% CIs result from Fisher’s exact tests. CI = confidence interval; IP = internet 
protocol.



Advances in Methods and Practices in Psychological Science 9(1)	 9

they perform substantially better than noncheaters, they 
could increase the variance of posttest scores, thereby 
introducing noise into the data that decreases the preci-
sion of estimates.

Because the average performance benefit of cheating 
varied in Studies 1 through 3 from approximately 0.6 SD 
(on a statistics posttest in Study 1) to 1.5 SD (on a pro-
gramming posttest in Study 2), we simulated studies at 
both of these extremes. For the second study, we also 
narrowed the variance of the cheating group to one-third 
of noncheaters, reflecting what we observed in Study 2. 
The results of this power analysis are summarized in 
Figure 2.

Across all simulations, the introduction of 10% cheat-
ers decreased the observed effect size of the experimen-
tal manipulation by a corresponding 10%, from d = 0.40 
to d = 0.36, on average. This decrease in effect size and 
the additional variance introduced by cheaters had a 
moderate effect on statistical power. Assuming the 
smaller (0.6 SD) posttest impact of cheating, the neces-
sary sample size for 80% power increased from N = 200 
to N = 250, a 25% increase. With the larger posttest 
impact of cheating (1.5 SD), approximately 260 partici-
pants were needed for this same level of statistical 
power, a 30% increase in sample size. Critically, unde-
tected outsourcing substantially increased researchers’ 
risk of false negatives. A sample of 200 participants 
provided 80% power to detect the manipulation in a 
cheater-free environment but only 70% power when 10% 
of participants outsourced their responses. This repre-
sents a 50% increase in the Type 2 error rate (from 20% 

to 30%), meaning three out of 10 studies would miss real 
effects compared with two out of 10 in a cheater-free 
(or successfully screened) environment.

Discussion

In this article, we provide evidence that as of July 2025, 
AI-assisted cheating poses a substantial threat to crowd-
sourced research in the behavioral sciences. Across three 
studies conducted on Prolific—a platform often regarded 
as a “gold standard” for recruiting high-quality partici-
pants for human-subjects research (Douglas et  al., 
2023)—we estimated that approximately 9% of respon-
dents used AI to answer open-ended statistics and cod-
ing test questions. We believe this figure is conservative: 
Because Prolific submissions flagged for AI use were 
rejected (preventing payment and lowering participants’ 
approval ratings), we flagged cheating for only unam-
biguous cases, meaning less obvious cases may have 
gone undetected. It is also notable that this rate occurred 
despite active deterrence measures: disabling text copy-
ing, repeatedly stating that the study included AI detec-
tors, and requiring written confirmation from participants 
that they would not use tools like ChatGPT.

Evidence for validity of the  
keystroke-logging tool

Our findings provide multiple forms of evidence about 
the validity of the keystroke-logging approach. The vali-
dation study provided evidence that the tool functions 
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Fig. 2.  Power analysis: sample size versus statistical power with and without artificial intelligence-assisted cheaters.
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as intended, demonstrating 99% character-level agree-
ment with observed behavior and perfect classification 
accuracy under controlled conditions. Studies 1 through 
3 provided evidence of predictive validity: Flagged par-
ticipants substantially outperformed nonflagged partici-
pants (by 0.6 SD to 1.5 SD), consistent with the superior 
performance of LLMs on coding and statistical-reasoning 
tasks. We also found evidence of concurrent validity: 
Outsourcing was associated with other markers of prob-
lematic data, including duplicated geolocations and 
reduced questionnaire reliability. These patterns suggest 
that generative AI may be enabling generally inattentive 
or fraudulent users to complete crowdsourced studies 
undetected.

Importantly, the tool identified problematic partici-
pants who were not consistently flagged by standard 
attention checks, such as rapid completion times, low-
quality text responses, or long strings of identical ques-
tionnaire responses, demonstrating its unique contribution 
to data-quality screening. The tool’s core capability—
allowing researchers to detect copy-paste behavior and 
mismatches between keystrokes and final responses—
makes it broadly useful for identifying any form of out-
sourced responding, including unauthorized use of 
online resources in addition to AI use.

Implications for statistical power and 
data quality

A power analysis suggests that if unaddressed, the levels 
of AI-assisted cheating we observed could reduce effect 
sizes in experimental research by roughly 10%, requiring 
sample sizes up to 30% larger to maintain adequate 
statistical power. Without removing these cheaters, stud-
ies would be much more likely to miss real effects when 
they exist. In our simulations, the risk of such false 
negatives increased by about half.

However, it is important to recognize that AI-assisted 
cheating does not always simply add noise or weaken 
effects. If AI use is systematically related to experimental 
conditions—for example, if participants are more likely 
to cheat in a more cognitively demanding or less engag-
ing condition—it could produce spurious findings rather 
than null results. Such patterns could artificially inflate 
effect sizes, reverse the direction of effects, or create 
misleading interactions with participant characteristics. 
Likewise, although we found that flagged participants 
provided less reliable questionnaire responses, inaccu-
rate measurement does not always manifest in “worse” 
psychometric properties; it can sometimes produce 
deceptively high internal consistency when responses 
cluster together. AI-assisted responding threatens data 
validity in multiple ways, and its consequences depend 
critically on when, where, and why participants choose 

to use it. By tracking participants’ keyboard inputs and 
comparing them with their submitted responses, these 
tools provide concrete, verifiable evidence of AI use—
evidence that is difficult to establish through manual 
evaluation of LLM-generated text alone. If researchers 
can improve their detection and reporting of AI-assisted 
cheating, they will improve not only the integrity of their 
data but also the overall quality of research with crowd-
sourced samples.

Limitations

Although our findings point to clear risks and potential 
mitigation strategies, they should be interpreted within 
the context of several limitations. First, our keystroke-
logging method detects copy-paste behavior and anoma-
lously low keystroke counts, which are consistent with 
AI-assisted cheating but will also flag other forms of 
outsourced responding. Although participants could 
theoretically have copied text from websites or other 
sources, this seems unlikely: Our open-ended questions 
required specific responses to novel problems with cus-
tomized variable names that would be difficult to locate 
online. LLM-assisted cheating is the most parsimonious 
explanation for the observed patterns.

Second, all three studies were conducted on Prolific 
between May and July 2025. Patterns of AI use may differ 
across platforms, participant populations, and time, par-
ticularly because both generative-AI tools and crowd-
sourcing-platform policies change. In fact, we observed 
a significant decline in duplicated geolocations over the 
course of our studies—from 51% in Study 1 to 32% in 
Study 2 and 20% in Study 3—which suggests that fraudu-
lent participation on Prolific may have decreased during 
this period. Although alternative explanations (e.g., sea-
sonal changes in participant-pool composition or even 
improved location spoofing by participants) cannot be 
ruled out, this trend could reflect improved detection, 
reporting, or moderation on the platform, underscoring 
the potential impact of ongoing vigilance and the value 
of reporting low-quality participants with platforms to 
strengthen participant pools.

Third, our experimental paradigm in all three studies, 
a learning session followed by a challenging posttest, 
may have influenced participants’ motivation to use AI. 
Although we assured participants that compensation was 
independent of performance, the evaluative nature of a 
test and difficulty of coding and statistical-reasoning tasks 
could have caused some otherwise conscientious research 
participants to cheat. Our estimate of 9% outsourcing 
therefore reflects this specific research context rather 
than a universal base rate for Prolific. The prevalence 
of outsourcing likely varies considerably depending on 
task demands, study design, and other methodological 
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features. Studies using only Likert-style questionnaires or 
nonevaluative open-ended prompts, for instance, may 
show much lower rates of AI use, whereas studies with 
stronger performance incentives or more difficult assess-
ments may show higher rates.

Finally, our detection method relied on keystroke log-
ging. Although this approach provided concrete evi-
dence of AI assistance in many cases, it likely missed 
some instances of partial AI use (e.g., hybrid responses, 
paraphrased AI content) and likely produced false nega-
tives in which cheating was more subtle. It is also theo-
retically possible that sophisticated users could employ 
automated scripts to simulate human typing, thereby 
producing keystroke patterns that appear authentic. To 
detect this potential type of fraudulent responding, 
future work could explore solutions such as monitoring 
the cadence of keystrokes to better distinguish human 
versus AI responses.

Conclusion

Generative AI poses a new threat to the validity of 
crowdsourced behavioral research. Our three Prolific 
studies, conducted between May and July 2025, provide 
one of the first empirical estimates of AI-assisted cheat-
ing in this context, suggesting that at least 9% of partici-
pants outsourced their responses to open-ended test 
items despite active deterrence measures. This level of 
undetected cheating use can distort effect sizes and 
inflate sample-size requirements, but our findings also 
show that keystroke logging offers a practical way to 
detect it. Sharing such detection methods and reporting 
suspected cases to platforms may help strengthen par-
ticipant pools and limit fraudulent activity.

As AI capabilities and platform policies evolve, the 
integrity of crowdsourced research will depend on con-
tinued vigilance, methodological adaptation, and com-
munication between researchers and platforms.
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